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Services
one driving force for a federation

We need to support three different LMSs
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WebCT

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Services
one driving force for a federation

We need to support three different LMSs

Moodle
Ilias
WebCT

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Services
one driving force for a federation

We need to support three different LMSs

Moodle

Ilias
WebCT

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Services
one driving force for a federation

We need to support three different LMSs

Moodle
Ilias

WebCT

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Services
one driving force for a federation

We need to support three different LMSs

Moodle
Ilias
WebCT

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Identity transport
moving personal data around

Easy decision: SAML 2

SAML2 interoperability
Web SSO profile
http redirect binding for AuthN
http POST binding for assertions
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Attributes
the language for identity information

Three schemas
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SCHAC
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Software
no wheel reinventing here

Openness is our motto

We do not care about what you use
As log as it speaks SAML2
An conforms to our profile
But . . .
If you cannot, we can translate
And . . .
We prefer Open Source
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SimpleSAMLphp in the core

Lightweight
Easy to install, integrate, maintain, develop
Well documented
Scalable and modular
Multiprotocol
Easy to write attribute filters
Widely used
Open Source

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Software
no wheel reinventing here

SimpleSAMLphp in the core

Lightweight
Easy to install, integrate, maintain, develop
Well documented
Scalable and modular
Multiprotocol
Easy to write attribute filters
Widely used
Open Source

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Software
no wheel reinventing here

SimpleSAMLphp in the core

Lightweight

Easy to install, integrate, maintain, develop
Well documented
Scalable and modular
Multiprotocol
Easy to write attribute filters
Widely used
Open Source

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Software
no wheel reinventing here

SimpleSAMLphp in the core

Lightweight
Easy to install, integrate, maintain, develop

Well documented
Scalable and modular
Multiprotocol
Easy to write attribute filters
Widely used
Open Source

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Software
no wheel reinventing here

SimpleSAMLphp in the core

Lightweight
Easy to install, integrate, maintain, develop
Well documented

Scalable and modular
Multiprotocol
Easy to write attribute filters
Widely used
Open Source

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Software
no wheel reinventing here

SimpleSAMLphp in the core

Lightweight
Easy to install, integrate, maintain, develop
Well documented
Scalable and modular

Multiprotocol
Easy to write attribute filters
Widely used
Open Source

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Software
no wheel reinventing here

SimpleSAMLphp in the core

Lightweight
Easy to install, integrate, maintain, develop
Well documented
Scalable and modular
Multiprotocol

Easy to write attribute filters
Widely used
Open Source

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Software
no wheel reinventing here

SimpleSAMLphp in the core

Lightweight
Easy to install, integrate, maintain, develop
Well documented
Scalable and modular
Multiprotocol
Easy to write attribute filters

Widely used
Open Source

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Software
no wheel reinventing here

SimpleSAMLphp in the core

Lightweight
Easy to install, integrate, maintain, develop
Well documented
Scalable and modular
Multiprotocol
Easy to write attribute filters
Widely used

Open Source

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Software
no wheel reinventing here

SimpleSAMLphp in the core

Lightweight
Easy to install, integrate, maintain, develop
Well documented
Scalable and modular
Multiprotocol
Easy to write attribute filters
Widely used
Open Source

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Software
no wheel reinventing here

A code of coding conduct

Reuse others code
Contribute your code

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Software
no wheel reinventing here

A code of coding conduct

Reuse others code
Contribute your code

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Software
no wheel reinventing here

A code of coding conduct

Reuse others code

Contribute your code

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Software
no wheel reinventing here

A code of coding conduct

Reuse others code
Contribute your code

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Build

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

IdP
the source of identities

Multiple SSO methods

I Pure SAML
I PAPI
I OpenSSO
I . . .

Attribute filters
Multiple source attribute collector

I LDAP
I SQL
I SOAP

Course provisioning information
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SP
services for users

Develop, improve or adapt code in the LMSs for

Federated login
On the fly user provisioning
On the fly course enrollment
SAML based access control
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Hub
the data processor

Common services

Explicit user consent
Attribute validator
Automatic metadata distribution
Federated metadata manager with alternative AuthN
Attribute release policy, with editor
Federated monitoring tools
Periodic certificate validation

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Hub
the data processor

Common services

Explicit user consent
Attribute validator
Automatic metadata distribution
Federated metadata manager with alternative AuthN
Attribute release policy, with editor
Federated monitoring tools
Periodic certificate validation

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Hub
the data processor

Common services

Explicit user consent

Attribute validator
Automatic metadata distribution
Federated metadata manager with alternative AuthN
Attribute release policy, with editor
Federated monitoring tools
Periodic certificate validation

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Hub
the data processor

Common services

Explicit user consent
Attribute validator

Automatic metadata distribution
Federated metadata manager with alternative AuthN
Attribute release policy, with editor
Federated monitoring tools
Periodic certificate validation

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Hub
the data processor

Common services

Explicit user consent
Attribute validator
Automatic metadata distribution

Federated metadata manager with alternative AuthN
Attribute release policy, with editor
Federated monitoring tools
Periodic certificate validation

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Hub
the data processor

Common services

Explicit user consent
Attribute validator
Automatic metadata distribution
Federated metadata manager with alternative AuthN

Attribute release policy, with editor
Federated monitoring tools
Periodic certificate validation

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Hub
the data processor

Common services

Explicit user consent
Attribute validator
Automatic metadata distribution
Federated metadata manager with alternative AuthN
Attribute release policy, with editor

Federated monitoring tools
Periodic certificate validation

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Hub
the data processor

Common services

Explicit user consent
Attribute validator
Automatic metadata distribution
Federated metadata manager with alternative AuthN
Attribute release policy, with editor
Federated monitoring tools

Periodic certificate validation

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Hub
the data processor

Common services

Explicit user consent
Attribute validator
Automatic metadata distribution
Federated metadata manager with alternative AuthN
Attribute release policy, with editor
Federated monitoring tools
Periodic certificate validation

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Deliver

(CC) BY - NC - SA Victoriano Giralt University of Málaga

Confía



Dream Design Build Deliver Grow

Federation identity
visibility to users

The federation needs to be visible on the Net

Internet domain

I CONFIA.aupa.info

Visual identity

I Identifying federated access
I Common resources
I Marketing material
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Federation identity
visual identity

CONFÍA opens doors for you from your University
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A working federation
measuring success

Usage of our federated virtual campus

9000 students
100 courses
15000 authentications / month
< 5 problems / month
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Code
for sharing with others

All code produced is available at

Upstream distribution points for
+ SimpleSAMLphp
+ JANUS
+ Moodle
+ Ilias

https://forja.rediris.es/projects/confia/
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New developments
creativity never sleeps

Future plans for the federation

Add more services

I Federated SSH
I Federated Help Desk
I . . .

Connect to other federations

I SIR
I EduGAIN
I . . .
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Summary

Keys to our success

Political will
Previous experience reuse
Open source
Internal know how
Enthusiastic commercial partner
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Thank you

Questions?
answers not assured
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