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About 13 years ago, Peter 
Steiner published a cartoon in 
“The New Yorker” that made us 
smilesmile and thinkthink…
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  The New Yorker, (Vol.69 (LXIX) no. 20) –  
julio, 1.993
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““En Internet, nadie sabe que eres un perro.En Internet, nadie sabe que eres un perro.””



  

Two months ago, mass media 
echoed news that where 
somewhat frightening…
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Lack of securityLack of security is one of the hurdles 
(probably the biggestbiggest one) for the 

development of Information Society…
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The aim of the electronic DNI project is, essentialy, 
transposingtransposing into the realm of the “bitsbits” two well established 
procedures from the realm of the “atomsatoms”:

 Acredit our identity in Ithe nternet in an 
     unequivocal way.

 Sign electronic documents with the same validity
     a hand signature has on a paper document.
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In order for the electronic DNI to offer this new functions in 
the digital world it needs some certainties: 

 AUTHENTICATIONAUTHENTICATION

 INTEGRITYINTEGRITY 

 CONFIDENTIALITYCONFIDENTIALITY

 NONNON REPUDIATIONREPUDIATION 

Ministerio del InteriorMinisterio del Interior



  

At the present state of the art, in order to properly achieve such 
certainties, the following elements are needed: 

 Public Key InfrastructurePublic Key Infrastructure

 PhysicalPhysical cards for holding the DNIe cards for holding the DNIe

 Adequate issuing proceduresAdequate issuing procedures

 Adapt the existing IT infrastructure to the new Adapt the existing IT infrastructure to the new 
contextcontext
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  1st Identity Leaflet ( XIX century:1st Identity Leaflet ( XIX century: 1.824)1.824)
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  Last traditional DNI (end of XX century)Last traditional DNI (end of XX century)
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Fondos de seguridadFondos de seguridad
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Electronic DNI (XXI century) - Electronic DNI (XXI century) - back

Caracteres OCR-B, de lectura automáticaCaracteres OCR-B, de lectura automática
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Government set two lines of work  for a succesful deployment of 
the electronic DNI:

2.  Guarantee coordinated actions.
Deploying the electronic DNI requieres multiple diverse
actions in different Governmental Departments

•  Assure project funding.
The electronic DNI project was properly funded during 2005. 
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Guarantee coordinated actions:Guarantee coordinated actions:

 On December 23rd, 2004 the Government created the Coordinating Committee 
for the deployment of the electronic DNI and the Supporting Technical 
Commissionomisión Técnica de apoyo for the Committee
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Action lines set by the Coordinating CommitteAction lines set by the Coordinating Committe

1.  Start the electronic DNIStart the electronic DNI Technical project Technical project
2.2.   Set strategies for the Set strategies for the Validation AuthoritiesValidation Authorities
3.3.   Create a CitizensCreate a Citizens Help Desk Help Desk
4.4.   Design promotion, communication and  dissemination Design promotion, communication and  dissemination 

actionsactions
5.  Implement and deploy the first DNIe based servicesthe first DNIe based services
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Electronic DNI Technical ProjectElectronic DNI Technical Project

The Ministry of the Interior has counted on two referents: 

• The Spanish Data Protection Agency,
in order to guarantee that the electronic DNI holds the data it says 

and for verifying that the procedures used abide to the law. 

• The National Cryptology Centre, 
in order to assure that technologies and procedures confer 

maximum possible security to DNIe.
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Electronic DNI Technical ProjectElectronic DNI Technical Project

Supporting physical card 

Designed and produced by the Spanish National Mint, in close collaboration with the 
Directorate General for the Police

1. Physical media: 

 Made of polycarbonate (estimated life @ 10 years)
 Very many security meassures:

Optically variable inks
Reliefs and paterns
Security backgrounds
Ultraviolet/infrared vissible inks
Microwritting

 The design has been verified by the Scientific Police Unit
 Destructive laser data engraving
 Annual production: 6.000.000 cards (stationary regime)
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Electronic DNI Technical ProjectElectronic DNI Technical Project

Supporting physical card 

2. Microchip: 

Designed according to dynamic security criteria
Certified by the National Criptolgy Centre 
PIN controlled access to certificates
It just contains legally defined data:

- Personal holder’s data
- Digital photograph 
- Digital image of the hand signature
- Representation of fingerprint
- Authentication certificate
- Certificate for signing
- CA certificate
- Private keys
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FNMT-RCM

Oficina de Expedición del DNI

Producción de las 
tarjetas pre-impresas

Digitalización

Entrega de documentación y 
toma de datos

Personalización

Grabación de 
datos en el 
chip.

Entrega de 
PIN aleatorio  
en un “sobre 
ciego”

Impresión 
de los datos
de filiación
en la tarjeta

Los certificados se 
activan  a petición 
del ciudadano

A radical change: 
Issuing in  just one visit    
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Electronic DNI Technical ProjectElectronic DNI Technical Project

Technical Ofice for the DNIe

 It is in charge of easing the development of applications that make use of the 
electronic DNI, publishing technical specifications and answering questions.

 Activities are aimed at IT professionals both from private and public sector.

It is staffed with specialists from the Police Directorate General and located in the “El 
Escorial” data center.

Its work forces involve professionals from other governmental departments.
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Validation Authorities and Help DeskValidation Authorities and Help Desk

The  Validation Authority is a part of the PKI that informs about certificates validfity :

 Separation between CA and Validation Authorities

The Certification Authority knows who is the owner of each certificate but has no 
information about transactions. 

 The Validation Authority knows about certificate validty, but knows nothing about 
who the owner is.

  There are two operational Validation Authorities at DNIe launch (March 16th, 
2.006):

 Spanish National Mint
 Public Administration Ministry
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Help DeskHelp Desk

The Citizens Help Desk is a cornerstone for the deployment of 
electronic DNI:

It is operated by the Spanish National Mint

Permanent: 24 hours a day, 7 days a week

Universal: any kind of users

Free: costless for the citizens

Integral: handles any problem related to DNIe

Unique: it supports all Validation Authorities
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Communication, dissemination and promotionCommunication, dissemination and promotion

Publish all DNIe related information at its portal www.dnielectronico.es

Detailed presentations to directly related groups (banks, bussiness associations, IT 
enterprises, SMEs) 

 
Grants and funds for entreprises to adopt DNIe based services, through programs of 
the Ministry for Industry, Commerce and Tourism.

 Promotion and communication in Issuing Offices.  

Cryptographic card readers introduction program.

Communication plan for DNIe.
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First DNIe based servicesFirst DNIe based services

For the DNIe to be a real useful device for citizens, it is essential to offer, 
since its first deployment, electronic Administration services.

 At present, 120 services that use DNIe are in operation,
 mainly in:

Tax Administration
Social Security

There are estimations for 300 services to be operational in State 
Administration by the end of 2.006

There will be 3.000 services in the first quarter of 2.008 at different 
administrations (state, regional and local)
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Guarantee fundsGuarantee funds
Estimated costs  2.005 – 2.008Estimated costs  2.005 – 2.008

 Main cost of DNIe is related to the Technical Project (70,10 %) mainly to 
production cryptographic cards

  In fact, cryptographic cards make about half the cost of deploying electronic 
DNI (46,54 %),  but part of this cost is recovered via an issuance tax.
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Electronic DNI deployment will put Spain in the fore front of Electronic 
Administration Services.

 It is an opportunity for our technological enterprises to develop 
innovative products and services with great added value.

 Electronic DNI will give the citizens more security in a privacy 
compatible way

 Electronic DNI is, finally, a device for innovation and modernization
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